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SUMMARY:

In April 2022, the City Council of the City of Louisville approved a service agreement
with Flock Inc. for License Plate Recognition (LPR) cameras as a means to provide a
safety and security measure for Marshall Fire impacted neighborhoods in the city. The
Police Department utilizes the system and software to view, search, and receive
notifications for bona fide lawful purposes to bolster investigative capabilities and to try
and more effectively deter and solve crime. The system also assists in locating vehicles
of public safety interest traveling in our community.

The previous service agreement with Flock Inc. expires soon and the agreement has
come up for renewal. The police department seeks to continue LPR services for a new
24 month term through the end of 2026. The LPR system has proven to be a valuable
tool that has assisted with several criminal investigations during the time it has been in
use. The most significant uses to date are related to the apprehension of people
responsible for a string of commercial burglaries that occurred across multiple counties,
including 4 in Louisville and the identification and apprehension of a group of people
involved in the theft of construction materials in Louisville and across the Front Range.
In both of these success stories, the LPR led to the identification of a vehicle of interest
and ultimately the filing of criminal charges for those alleged to have been involved in
these crimes. The system continues to provide valuable investigative leads and serves
as a technology that has enhanced the police department’s capability. The police
department is not currently seeking to expand the program beyond the 20 cameras it
presently utilizes, but may look at that possibility in years to come.

During the term of the proposed contract renewal, the police department leadership
believes the city will likely reach a point when some of the currently deployed LPR
cameras might be better used in other areas of the city. All current locations would be
evaluated to align use with crime data and trends to potentially relocate them to more
strategic sites to increase effectiveness. Currently of the 551 Louisville homes and
businesses lost in the fire, 292 homes have been rebuilt and those residents have
moved home. There are currently 160 homes under construction, 62 vacant lots, and 36
rebuild permits under review in the affected areas. The increased natural surveillance
provided by residents returning to the rebuilt areas and proactive policing may reduce
the need for LPR cameras in some of these locations. By analyzing crime data and

CITY COUNCIL COMMUNICATION




SUBJECT: RESOLUTION NO. 45, SERIES 2024

DATE: OCTOBER 1, 2024 PAGE 2 OF 2

traffic counts the department would potentially seek to re-locate cameras to areas
where they could potentially be most beneficial to the community at large.

The Flock LPR system is managed by department policies and industry guidelines
related to data retention and safeguarding community member’s privacy. The system
administrator at the police department controls access and regularly audits the system
to ensure compliance. The department will continue to preserve a high standard for how
the system data is used and will ensure anyone with access to the information is in
compliance with our policies. In the two years of use, the department and its members
have remained compliant with policies and there have been no violations nor improper
use of the system.

FISCAL IMPACT:
24-Month agreement, paid annually at $67,000 per year with a total cost of $135,000
over the term of the agreement.

RECOMMENDATION:
Staff recommends renewal of the contract with Flock Inc. for LPR services for a new 24-
month period of service.

ATTACHMENT(S):

. Resolution No. 45, Series 2024 approving service agreement with Flock Inc.
. Master Services Agreement

. Flock Safety Price Quote proposal

. Louisville Police Department ALPR policy

. ALPR presentation — Overview of system and Utilization
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RESOLUTION NO. 45
SERIES 2024

A RESOLUTION APPROVING A MASTER SERVICES AGREEMENT WITH FLOCK
GROUP INC. FOR LICENSE PLATE DETECTION SOFTWARE AND HARDWARE

WHEREAS, Flock Group Inc. (“Flock”) offers a software and hardware solution for
automatic license plate detection through Flock’s technology platform (the “Flock Service”);
and

WHEREAS, upon detection, the Flock Services are capable of capturing audio,
image, and recordings data of suspected vehicles and can provide notifications to law
enforcement agencies; and

WHEREAS, by Resolution No. 15, Series 2022, the City Council approved a Services
Agreement with Flock; and

WHEREAS, the proposed Master Services Agreement (the “Agreement”) would
allow the Louisville Police Department to continue accessing the Flock Service on existing
cameras, or on newly installed Flock-provided cameras, in order to create, view, search and
archive footage and receive notifications, including those from other users of the Flock
Service (where there is an investigative or bona fide lawful purpose) such as schools,
neighborhood homeowners associations, businesses, and individual users; and

WHEREAS, the City Council by this Resolution desires to approve the Agreement in
order to continue using the Flock Service.

NOW, THEREFORE, BE IT RESOLVED BY THE CITY COUNCIL OF THE CITY
OF LOUISVILLE, COLORADO:

Section 1. The Master Services Agreement with Flock Group Inc. (“Agreement”),
for license plate detection software and hardware, a copy of which Agreement accompanies
this Resolution, is hereby approved.

Section2. The Mayor and City Clerk are hereby authorized to execute the
Agreement, and the Mayor is hereby further authorized to negotiate and approve such
revisions to the Agreement as the Mayor determines are necessary or desirable for the
protection of the City, so long as the essential terms and conditions of the Agreement are
not altered.

PASSED AND ADOPTED this 15T day of October 2024.
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Christopher M. Leh, Mayor
ATTEST:

Genny Kline, Interim City Clerk
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Master Services Agreement

This Master Services Agreement (this “Agreement”) is entered into by and between
Flock Group, Inc. with a place of business at 1170 Howell Mill Road NW Suite 210, Atlanta,
GA 30318 (“Flock”) and the entity identified in the signature block (“Customer”) (each a
“Party,” and together, the “Parties”). This Agreement is effective on the date of mutual
execution (“Effective Date”). Parties will sign an Order Form (“Order Form”) which will
describe the Flock Services to be performed and the period for performance, attached hereto as
Exhibit A.

RECITALS

WHEREAS, Flock offers a software and hardware situational awareness solution
through Flock’s technology platform that upon detection is capable of capturing audio, video,

image, and recording data and provide notifications to Customer (“Notifications”);

WHEREAS, Customer desires access to the Flock Services (defined below) on existing
devices, provided by Customer, or Flock provided Flock Hardware (as defined below) in order to

create, view, search and archive Footage and receive Notifications, via the Flock Services;

WHEREAS, Customer shall have access to the Footage in Flock Services. Pursuant to
Flock’s standard Retention Period (defined below) Flock deletes all Footage on a rolling thirty
(30) day basis, except as otherwise stated on the Order Form. Customer shall be responsible for
extracting, downloading and archiving Footage from the Flock Services on its own storage

devices; and

1. DEFINITIONS

Certain capitalized terms, not otherwise defined herein, have the meanings set forth or cross-

referenced in this Section 1.



1.1 “Agreement” means the order form (to be provided as Exhibit A, “Order Form”), these terms
and conditions, and any document therein incorporated by reference in section 11.4.

1.2 “Anonymized Data” means Customer Data permanently stripped of identifying details and
any potential personally identifiable information, by commercially available standards which
irreversibly alters data in such a way that a data subject (i.e., individual person or entity) can no
longer be identified directly or indirectly.

1.3 “Authorized End User(s)” means any individual employees, agents, or contractors of
Customer accessing or using the Services, under the rights granted to Customer pursuant to this
Agreement.

1.4 “Customer Data” means the data, media, and content provided by Customer through the
Services. For the avoidance of doubt, the Customer Data will include the Footage.

1.5. “Customer Hardware” means the third-party camera owned or provided by Customer and
any other physical elements that interact with the Embedded Software and the Web Interface to
provide the Services.

1.6 “Effective Date” means the date this Agreement is mutually executed (valid and enforceable)
by both Parties.

1.7 “Embedded Software” means the Flock proprietary software and/or firmware integrated with
or installed on the Flock Hardware or Customer Hardware.

1.8 “Flock Hardware” means the Flock device(s), which may include the pole, clamps, solar
panel, installation components, and any other physical elements that interact with the Embedded
Software and the Web Interface, to provide the Flock Services as specifically set forth in the
applicable Order Form.

1.9 “Flock 1P means the Services, the Embedded Software, and any intellectual property or
proprietary information therein or otherwise provided to Customer and/or its Authorized End
Users. Flock IP does not include Footage (as defined below).

1.10 “Flock Services” means the provision of Flock’s software and hardware situational
awareness solution, via the Web Interface, for automatic license plate detection, alerts, audio
detection, searching image records, video and sharing Footage.

1.11 “Footage” means still images, video, audio, and other data captured by the Flock Hardware

or Customer Hardware in the course of and provided via the Flock Services.



1.12 “Installation Services” means the services provided by Flock for installation of Flock
Services.

1.13 “Permitted Purpose” means for legitimate public safety and/or business purpose, including
but not limited to the awareness, prevention, and prosecution of crime; investigations; and
prevention of commercial harm, to the extent permitted by law.

1.14 “Retention Period” means the time period that the Customer Data is stored within the cloud
storage, as specified in the applicable Order Form. Flock deletes all Footage on a rolling thirty
(30) day basis, except as otherwise stated on the Order Form. Customer shall be responsible for
extracting, downloading and archiving Footage from the Flock Services on its own storage
devices.

1.15 “Term” means the date, unless otherwise stated in the Order Form, upon which the cameras
are validated by both Parties as operational.

1.16 “Web Interface” means the website(s) or application(s) through which Customer and its

Authorized End Users can access the Services.



2. SERVICES AND SUPPORT

2.1 Provision of Access. Flock hereby grants to Customer a non-exclusive, non-transferable
right to access the features and functions of the Flock Services via the Web Interface during the
Term, solely for the Authorized End Users. The Footage will be available for Authorized End
Users to access and download via the Web Interface for the Retention Period. Authorized End
Users will be required to sign up for an account and select a password and username (“User
ID”). Customer shall be responsible for all acts and omissions of Authorized End Users.
Customer shall undertake reasonable efforts to make all Authorized End Users aware of all
applicable provisions of this Agreement and shall cause Authorized End Users to comply with
such provisions. Flock may use the services of one or more third parties to deliver any part of the
Flock Services, (such as using a third party to host the Web Interface for cloud storage or a cell
phone provider for wireless cellular coverage).

2.2 Embedded Software License. Flock grants Customer a limited, non-exclusive, non-
transferable, non-sublicensable (except to the Authorized End Users), revocable right to use the
Embedded Software as it pertains to Flock Services, solely as necessary for Customer to use the

Flock Services.

2.3 Support Services. Flock shall monitor the Flock Services, and any applicable device health,
in order to improve performance and functionality. Flock will use commercially reasonable
efforts to respond to requests for support within seventy-two (72) hours. Flock will provide
Customer with reasonable technical and on-site support and maintenance services in-person, via

phone or by email at support@flocksafety.com (such services collectively referred to as

“Support Services”).

2.4 Updates to Platform. Flock may make any updates to system or platform that it deems
necessary or useful to (1) maintain or enhance the quality or delivery of Flock’s products or
services to its agencies, the competitive strength of, or market for, Flock’s products or services,
such platform or system’s cost efficiency or performance, or (ii) to comply with applicable law.
Parties understand that such updates are necessary from time to time and will not diminish the
quality of the services or materially change any terms or conditions within this Agreement.

2.5 Service Interruption. Services may be interrupted in the event that: (a) Flock’s provision of
the Services to Customer or any Authorized End User is prohibited by applicable law; (b) any

third-party services required for Services are interrupted; (c) if Services are being used for
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malicious, unlawful, or otherwise unauthorized use; (d) there is a threat or attack on any of the
Flock IP by a third party; or (¢) scheduled or emergency maintenance (“Service Interruption”).
Flock will make commercially reasonable efforts to provide written notice of any Service
Interruption to Customer, to provide updates, and to resume providing access to Flock Services
as soon as reasonably possible after the event giving rise to the Service Interruption is cured.
Flock will have no liability for any damage, liabilities, losses (including any loss of data or
profits), or any other consequences that Customer or any Authorized End User may incur as a
result of a Service Interruption. To the extent that the Service Interruption is not caused by
Customer’s direct actions or by the actions of parties associated with the Customer, the time will
be tolled by the duration of the Service Interruption (for any continuous suspension lasting at
least one full day). For example, in the event of a Service Interruption lasting five (5) continuous
days, Customer will receive a credit for five (5) free days at the end of the Term.

2.6 Service Suspension. Flock may temporarily suspend Customer’s and any Authorized End
User’s access to any portion or all of the Flock IP or Flock Service if (a) there is a threat or
attack on any of the Flock IP by Customer; (b) Customer’s or any Authorized End User’s use of
the Flock IP disrupts or poses a security risk to the Flock IP or any other customer or vendor of
Flock; (c) Customer or any Authorized End User is/are using the Flock IP for fraudulent or
illegal activities; (d) Customer has violated any term of this provision, including, but not limited
to, utilizing Flock Services for anything other than the Permitted Purpose; or (e) any
unauthorized access to Flock Services through Customer’s account (“Service Suspension”).
Customer shall not be entitled to any remedy for the Service Suspension period, including any
reimbursement, tolling, or credit. If the Service Suspension was not caused by Customer, the
Term will be tolled by the duration of the Service Suspension.

2.7 Hazardous Conditions. Flock Services do not contemplate hazardous materials, or other
hazardous conditions, including, without limit, asbestos, lead, or toxic or flammable substances.
In the event any such hazardous materials are discovered in the designated locations in which
Flock is to perform services under this Agreement, Flock shall have the right to cease work
immediately.

3. CUSTOMER OBLIGATIONS



3.1 Customer Obligations. Flock will assist Customer Authorized End Users in the creation of a
User ID. Authorized End Users agree to provide Flock with accurate, complete, and updated
registration information. Authorized End Users may not select as their User ID, a name that they
do not have the right to use, or any other name with the intent of impersonation. Customer and
Authorized End Users may not transfer their account to anyone else without prior written
permission of Flock. Authorized End Users shall not share their account username or password
information and must protect the security of the username and password. Unless otherwise stated
and defined in this Agreement, Customer shall not designate Authorized End Users for persons
who are not officers, employees, or agents of Customer. Authorized End Users shall only use
Customer-issued email addresses for the creation of their User ID. Customer is responsible for
any Authorized End User activity associated with its account. Customer shall ensure that
Customer provides Flock with up-to-date contact information at all times during the Term of this
agreement. Customer shall be responsible for obtaining and maintaining any equipment and
ancillary services needed to connect to, access or otherwise use the Flock Services (e.g., laptops,
internet connection, mobile devices, etc.). Customer shall (at its own expense) provide Flock
with reasonable access and use of Customer facilities and Customer personnel in order to enable
Flock to perform Services (such obligations of Customer are collectively defined as “Customer
Obligations”).
3.2 Customer Representations and Warranties. Customer represents, covenants, and warrants
that Customer shall use Flock Services only in compliance with this Agreement and all
applicable laws and regulations, including but not limited to any laws relating to the recording or
sharing of data, video, photo, or audio content.

4. DATA USE AND LICENSING
4.1 Customer Data. As between Flock and Customer, all right, title and interest in the Customer
Data, belong to and are retained solely by Customer. Customer hereby grants to Flock a limited,
non-exclusive, royalty-free, irrevocable, worldwide license to use the Customer Data and
perform all acts as may be necessary for Flock to provide the Flock Services to Customer. Flock
does not own and shall not sell Customer Data.

4.2 Customer Generated Data. Flock may provide Customer with the opportunity to post,
upload, display, publish, distribute, transmit, broadcast, or otherwise make available, messages,

text, illustrations, files, images, graphics, photos, comments, sounds, music, videos, information,



content, ratings, reviews, data, questions, suggestions, or other information or materials produced
by Customer (“Customer Generated Data”). Customer shall retain whatever legally cognizable
right, title, and interest in Customer Generated Data. Customer understands and acknowledges
that Flock has no obligation to monitor or enforce Customer’s intellectual property rights of
Customer Generated Data. Customer grants Flock a non-exclusive, irrevocable, worldwide,
royalty-free, license to use the Customer Generated Data for the purpose of providing Flock

Services. Flock does not own and shall not sell Customer Generated Data.

4.3 Anonymized Data. Flock shall have the right to collect, analyze, and anonymize Customer
Data and Customer Generated Data to the extent such anonymization renders the data non-
identifiable to create Anonymized Data to use and perform the Services and related systems and
technologies, including the training of machine learning algorithms. Customer hereby grants
Flock a non-exclusive, worldwide, perpetual, royalty-free right to use and distribute such
Anonymized Data to improve and enhance the Services and for other development, diagnostic
and corrective purposes, and other Flock offerings. Parties understand that the aforementioned
license is required for continuity of Services. Flock does not own and shall not sell Anonymized
Data.

5. CONFIDENTIALITY; DISCLOSURES

5.1 Confidentiality. To the extent required by any applicable public records requests, each Party
(the “Receiving Party”’) understands that the other Party (the “Disclosing Party”) has disclosed
or may disclose business, technical or financial information relating to the Disclosing Party’s
business (hereinafter referred to as “Proprietary Information” of the Disclosing Party).
Proprietary Information of Flock includes non-public information regarding features,
functionality and performance of the Services. Proprietary Information of Customer includes
non-public data provided by Customer to Flock or collected by Flock via Flock Services, which
includes but is not limited to geolocation information and environmental data collected by
sensors. The Receiving Party agrees: (i) to take the same security precautions to protect against
disclosure or unauthorized use of such Proprietary Information that the Party takes with its own
proprietary information, but in no event less than commercially reasonable precautions, and (ii)
not to use (except in performance of the Services or as otherwise permitted herein) or divulge to
any third person any such Proprietary Information. The Disclosing Party agrees that the



foregoing shall not apply with respect to any information that the Receiving Party can document
(a) is or becomes generally available to the public; or (b) was in its possession or known by it
prior to receipt from the Disclosing Party; or (c) was rightfully disclosed to it without restriction
by a third party; or (d) was independently developed without use of any Proprietary Information
of the Disclosing Party. Nothing in this Agreement will prevent the Receiving Party from
disclosing the Proprietary Information pursuant to any judicial or governmental order, provided
that the Receiving Party gives the Disclosing Party reasonable prior notice of such disclosure to
contest such order. At the termination of this Agreement, all Proprietary Information will be
returned to the Disclosing Party, destroyed or erased (if recorded on an erasable storage
medium), together with any copies thereof, when no longer needed for the purposes above, or
upon request from the Disclosing Party, and in any case upon termination of the Agreement.
Notwithstanding any termination, all confidentiality obligations of Proprietary Information that
is trade secret shall continue in perpetuity or until such information is no longer trade secret.

5.2 Usage Restrictions on Flock IP. Flock and its licensors retain all right, title and interest in
and to the Flock IP and its components, and Customer acknowledges that it neither owns nor
acquires any additional rights in and to the foregoing not expressly granted by this Agreement.
Customer further acknowledges that Flock retains the right to use the foregoing for any purpose
in Flock’s sole discretion. Customer and Authorized End Users shall not: (i) copy or duplicate
any of the Flock IP; (ii) decompile, disassemble, reverse engineer, or otherwise attempt to obtain
or perceive the source code from which any software component of any of the Flock IP is
compiled or interpreted, or apply any other process or procedure to derive the source code of any
software included in the Flock IP; (iii) attempt to modify, alter, tamper with or repair any of the
Flock IP, or attempt to create any derivative product from any of the foregoing; (iv) interfere or
attempt to interfere in any manner with the functionality or proper working of any of the Flock
IP; (v) remove, obscure, or alter any notice of any intellectual property or proprietary right
appearing on or contained within the Flock Services or Flock IP; (vi) use the Flock Services for
anything other than the Permitted Purpose; or (vii) assign, sublicense, sell, resell, lease, rent, or
otherwise transfer, convey, pledge as security, or otherwise encumber, Customer’s rights. There
are no implied rights.

5.3 Disclosure of Footage. Subject to and during the Retention Period, Flock may access, use,

preserve and/or disclose the Footage to law enforcement authorities, government officials, and/or



third parties, if legally required to do so or if Flock has a good faith belief that such access, use,
preservation or disclosure is reasonably necessary to comply with a legal process, enforce this
Agreement, or detect, prevent or otherwise address security, privacy, fraud or technical issues, or

emergency situations.
6. PAYMENT OF FEES

6.1 Billing and Payment of Fees. Customer shall pay the fees set forth in the applicable Order
Form based on the billing structure and payment terms as indicated in the Order Form. To the
extent the Order Form is silent, Customer shall pay all invoices net thirty (30) days from the date
of receipt. If Customer believes that Flock has billed Customer incorrectly, Customer must
contact Flock no later than thirty (30) days after the closing date on the first invoice in which the
error or problem appeared to receive an adjustment or credit. Customer acknowledges and agrees
that a failure to contact Flock within this period will serve as a waiver of any claim. If any
undisputed fee is more than thirty (30) days overdue, Flock may, without limiting its other rights
and remedies, suspend delivery of its service until such undisputed invoice is paid in full. Flock
shall provide at least thirty (30) days’ prior written notice to Customer of the payment
delinquency before exercising any suspension right.

6.2 Notice of Changes to Fees. In the event of any changes to fees, Flock shall provide
Customer with sixty (60) days’ notice (email sufficient) prior to the end of the Initial Term or
Renewal Term (as applicable). Any such changes to fees shall only impact subsequent Renewal
Terms.

6.3 Taxes. To the extent Customer is not a tax exempt entity, Customer is responsible for all
taxes, levies, or duties, excluding only taxes based on Flock’s net income, imposed by taxing
authorities associated with the order. If Flock has the legal obligation to pay or collect taxes,
including amount subsequently assessed by a taxing authority, for which Customer is
responsible, the appropriate amount shall be invoice to and paid by Customer unless Customer
provides Flock a legally sufficient tax exemption certificate and Flock shall not charge Customer
any taxes from which it is exempt. If any deduction or withholding is required by law, Customer
shall notify Flock and shall pay Flock any additional amounts necessary to ensure that the net
amount that Flock receives, after any deduction and withholding, equals the amount Flock would
have received if no deduction or withholding had been required.



7. TERM AND TERMINATION

7.1 Term. The initial term of this Agreement shall be for the period of time set forth on the
Order Form (the “Term”). Unless otherwise indicated on the Order Form, the Term shall
commence upon first installation of Flock Hardware, as applicable. Following the Term, unless
otherwise indicated on the Order Form, this Agreement will automatically renew for successive
renewal terms of the greater of one year or the length set forth on the Order Form (each, a
“Renewal Term”) unless either Party gives the other Party notice of non-renewal at least thirty
(30) days prior to the end of the then-current term.

7.2 Termination. Upon termination or expiration of this Agreement, Flock will remove any
applicable Flock Hardware at a commercially reasonable time period. In the event of any
material breach of this Agreement, the non-breaching Party may terminate this Agreement prior
to the end of the Term by giving thirty (30) days prior written notice to the breaching Party;
provided, however, that this Agreement will not terminate if the breaching Party has cured the
breach prior to the expiration of such thirty (30) day period (“Cure Period”). Either Party may
terminate this Agreement (i) upon the institution by or against the other Party of insolvency,
receivership or bankruptcy proceedings, (ii) upon the other Party's making an assignment for the
benefit of creditors, or (iii) upon the other Party's dissolution or ceasing to do business. In the
event of a material breach by Flock, and Flock is unable to cure within the Cure Period, Flock
will refund Customer a pro-rata portion of the pre-paid fees for Services not received due to such
termination.

7.3 Survival. The following Sections will survive termination: 1, 3, 5, 6, 7, 8.3, 8.4, 9, 11.1 and
11.6.



8. REMEDY FOR DEFECT; WARRANTY AND DISCLAIMER

8.1 Manufacturer Defect. Upon a malfunction or failure of Flock Hardware or Embedded
Software (a “Defect”), Customer must notify Flock’s technical support team. In the event of a
Defect, Flock shall make a commercially reasonable attempt to repair or replace the defective
Flock Hardware at no additional cost to the Customer. Flock reserves the right, in its sole
discretion, to repair or replace such Defect, provided that Flock shall conduct inspection or
testing within a commercially reasonable time, but no longer than seven (7) business days after
Customer gives notice to Flock.

8.2 Replacements. In the event that Flock Hardware is lost, stolen, or damaged, Customer may
request a replacement of Flock Hardware at a fee according to the reinstall fee schedule

(https://www.flocksafety.com/reinstall-fee-schedule). In the event that Customer chooses not to

replace lost, damaged, or stolen Flock Hardware, Customer understands and agrees that Flock is
not liable for any resulting impact to Flock service, nor shall Customer receive a refund for the
lost, damaged, or stolen Flock Hardware.

8.3 Warranty. Flock shall use reasonable efforts consistent with prevailing industry standards to
maintain the Services in a manner which minimizes errors and interruptions in the Services and
shall perform the Installation Services in a professional and workmanlike manner. Services may
be temporarily unavailable for scheduled maintenance or for unscheduled emergency
maintenance, either by Flock or by third-party providers, or because of other causes beyond
Flock’s reasonable control, but Flock shall use reasonable efforts to provide advance notice in
writing or by e-mail of any scheduled service disruption.

8.4 Disclaimer. THE REMEDY DESCRIBED IN SECTION 8.1 ABOVE IS CUSTOMER’S
SOLE REMEDY, AND FLOCK’S SOLE LIABILITY, WITH RESPECT TO DEFECTS.
FLOCK DOES NOT WARRANT THAT THE SERVICES WILL BE UNINTERRUPTED OR
ERROR FREE; NOR DOES IT MAKE ANY WARRANTY AS TO THE RESULTS THAT
MAY BE OBTAINED FROM USE OF THE SERVICES. EXCEPT AS EXPRESSLY SET
FORTH IN THIS SECTION, THE SERVICES ARE PROVIDED “AS IS” AND FLOCK
DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
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PARTICULAR PURPOSE. THIS DISCLAIMER ONLY APPLIES TO THE EXTENT
ALLOWED BY THE GOVERNING LAW OF THE STATE MENTIONED IN SECTION 11.6.
8.5 Insurance. Flock will maintain commercial general liability policies as stated in Exhibit B.
8.6 Force Majeure. Parties are not responsible or liable for any delays or failures in
performance from any cause beyond their control, including, but not limited to acts of God,
changes to law or regulations, embargoes, war, terrorist acts, pandemics (including the spread of
variants), issues of national security, acts or omissions of third-party technology providers, riots,
fires, earthquakes, floods, power blackouts, strikes, supply chain shortages of equipment or
supplies, financial institution crisis, weather conditions or acts of hackers, internet service

providers or any other third party acts or omissions.
9. LIMITATION OF LIABILITY; INDEMNITY

9.1 Limitation of Liability. NOTWITHSTANDING ANYTHING TO THE CONTRARY,
FLOCK, ITS OFFICERS, AFFILIATES, REPRESENTATIVES, CONTRACTORS AND
EMPLOYEES SHALL NOT BE RESPONSIBLE OR LIABLE WITH RESPECT TO ANY
SUBJECT MATTER OF THIS AGREEMENT OR TERMS AND CONDITIONS RELATED
THERETO UNDER ANY CONTRACT, NEGLIGENCE, STRICT LIABILITY, PRODUCT
LIABILITY, OR OTHER THEORY: (A) FOR LOSS OF REVENUE, BUSINESS OR
BUSINESS INTERRUPTION; (B) INCOMPLETE, CORRUPT, OR INACCURATE DATA,
(C) COST OF PROCUREMENT OF SUBSTITUTE GOODS, SERVICES OR
TECHNOLOGY; (D) FOR ANY INDIRECT, EXEMPLARY, INCIDENTAL, SPECIAL OR
CONSEQUENTIAL DAMAGES; (E) FOR ANY MATTER BEYOND FLOCK’S ACTUAL
KNOWLEDGE OR REASONABLE CONTROL INCLUDING REPEAT CRIMINAL
ACTIVITY OR INABILITY TO CAPTURE FOOTAGE; OR (F) FOR ANY AMOUNTS
THAT, TOGETHER WITH AMOUNTS ASSOCIATED WITH ALL OTHER CLAIMS,
EXCEED THE FEES PAID AND/OR PAYABLE BY CUSTOMER TO FLOCK FOR THE
SERVICES UNDER THIS AGREEMENT IN THE TWELVE (12) MONTHS PRIOR TO THE
ACT OR OMISSION THAT GAVE RISE TO THE LIABILITY, IN EACH CASE, WHETHER
OR NOT FLOCK HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
THIS LIMITATION OF LIABILITY OF SECTION ONLY APPLIES TO THE EXTENT
ALLOWED BY THE GOVERNING LAW OF THE STATE REFERENCED IN SECTION



11.6. NOTWITHSTANDING ANYTHING TO THE CONTRARY, THE FOREGOING
LIMITATIONS OF LIABILITY SHALL NOT APPLY (I) IN THE EVENT OF GROSS
NEGLIGENCE OR WILLFUL MISCONDUCT, OR (1) INDEMNIFICATION
OBLIGATIONS.

9.2 Responsibility. Each Party to this Agreement shall assume the responsibility and liability for
the acts and omissions of its own employees, officers, or agents, in connection with the
performance of their official duties under this Agreement. Each Party to this Agreement shall be
liable for the torts of its own officers, agents, or employees.

9.3 Flock Indemnity. Flock shall indemnify and hold harmless Customer, its agents and
employees, from liability of any kind, including claims, costs (including defense) and expenses,
on account of: (i) any copyrighted material, patented or unpatented invention, articles, device or
appliance manufactured or used in the performance of this Agreement; or (ii) any damage or
injury to property or person directly caused by Flock’s installation of Flock Hardware, except for
where such damage or injury was caused solely by the negligence of the Customer or its agents,
officers or employees. Flock’s performance of this indemnity obligation shall not exceed the fees
paid and/or payable for the services rendered under this Agreement in the preceding twelve (12)

months.

10. INSTALLATION SERVICES AND OBLIGATIONS

10.1 Ownership of Hardware. Flock Hardware is owned and shall remain the exclusive
property of Flock. Title to any Flock Hardware shall not pass to Customer upon execution of this
Agreement, except as otherwise specifically set forth in this Agreement. Except as otherwise
expressly stated in this Agreement, Customer is not permitted to remove, reposition, re-install,
tamper with, alter, adjust or otherwise take possession or control of Flock Hardware. Customer
agrees and understands that in the event Customer is found to engage in any of the foregoing
restricted actions, all warranties herein shall be null and void, and this Agreement shall be
subject to immediate termination for material breach by Customer. Customer shall not perform
any acts which would interfere with the retention of title of the Flock Hardware by Flock. Should
Customer default on any payment of the Flock Services, Flock may remove Flock Hardware at

Flock’s discretion. Such removal, if made by Flock, shall not be deemed a waiver of Flock’s



rights to any damages Flock may sustain as a result of Customer’s default and Flock shall have

the right to enforce any other legal remedy or right.

10.2 Deployment Plan. Flock shall advise Customer on the location and positioning of the Flock
Hardware for optimal product functionality, as conditions and locations allow. Flock will
collaborate with Customer to design the strategic geographic mapping of the location(s) and
implementation of Flock Hardware to create a deployment plan (“Deployment Plan”). In the
event that Flock determines that Flock Hardware will not achieve optimal functionality at a
designated location, Flock shall have final discretion to veto a specific location, and will provide
alternative options to Customer.

10.3 Changes to Deployment Plan. After installation of Flock Hardware, any subsequent
requested changes to the Deployment Plan, including, but not limited to, relocating, re-
positioning, adjusting of the mounting, removing foliage, replacement, changes to heights of
poles will incur a fee according to the reinstall fee schedule located at

(https://www.flocksafety.com/reinstall-fee-schedule). Customer will receive prior notice and

confirm approval of any such fees.

10.4 Customer Installation Obligations. Customer is responsible for any applicable
supplementary cost as described in the Customer Implementation Guide, attached hereto as
Exhibit C. Customer represents and warrants that it has, or shall lawfully obtain, all necessary
right title and authority and hereby authorizes Flock to install the Flock Hardware at the
designated locations and to make any necessary inspections or maintenance in connection with

such installation.

10.5 Flock’s Obligations. Installation of any Flock Hardware shall be installed in a professional
manner within a commercially reasonable time from the Effective Date of this Agreement. Upon
removal of Flock Hardware, Flock shall restore the location to its original condition, ordinary
wear and tear excepted. Flock will continue to monitor the performance of Flock Hardware for
the length of the Term. Flock may use a subcontractor or third party to perform certain
obligations under this Agreement, provided that Flock’s use of such subcontractor or third party
shall not release Flock from any duty or liability to fulfill Flock’s obligations under this

Agreement.

11. MISCELLANEOUS


https://www.flocksafety.com/reinstall-fee-schedule

11.1 Compliance With Laws. Parties shall comply with all applicable local, state and federal
laws, regulations, policies and ordinances and their associated record retention schedules,
including responding to any subpoena request(s).

11.2 Severability. If any provision of this Agreement is found to be unenforceable or invalid,
that provision will be limited or eliminated to the minimum extent necessary so that this
Agreement will otherwise remain in full force and effect.

11.3 Assignment. This Agreement is not assignable, transferable or sublicensable by either
Party, without prior consent. Notwithstanding the foregoing, either Party may assign this
Agreement, without the other Party's consent, (i) to any parent, subsidiary, or affiliate entity, or
(ii) to any purchaser of all or substantially all of such Party's assets or to any successor by way of
merger, consolidation or similar transaction.

11.4 Entire Agreement. This Agreement, together with the Order Form(s), the reinstall fee

schedule (https://www.flocksafety.com/reinstall-fee-schedule), and any attached exhibits are the

complete and exclusive statement of the mutual understanding of the Parties and supersedes and
cancels all previous or contemporaneous negotiations, discussions or agreements, whether
written and oral, communications and other understandings relating to the subject matter of this
Agreement. All waivers and modifications must be in a writing signed by both Parties, except as
otherwise provided herein. None of Customer’s purchase orders, authorizations or similar
documents will alter the terms of this Agreement, and any such conflicting terms are expressly
rejected. Any mutually agreed upon future purchase order is subject to these legal terms and does
not alter the rights and obligations under this Agreement, except that future purchase orders may
outline additional products, services, quantities and billing terms to be mutually accepted by
Parties. In the event of any conflict of terms found in this Agreement or any other terms and
conditions, the terms of this Agreement shall prevail. Customer agrees that Customer’s purchase
is neither contingent upon the delivery of any future functionality or features nor dependent upon
any oral or written comments made by Flock with respect to future functionality or feature.

11.5 Relationship. No agency, partnership, joint venture, or employment is created as a result of
this Agreement and Parties do not have any authority of any kind to bind each other in any
respect whatsoever. Flock shall at all times be and act as an independent contractor to Customer.
11.6 Governing Law; Venue. This Agreement shall be governed by the laws of the state in

which the Customer is located. The Parties hereto agree that venue would be proper in the


https://www.flocksafety.com/reinstall-fee-schedule

chosen courts of the State of which the Customer is located. The Parties agree that the United
Nations Convention for the International Sale of Goods is excluded in its entirety from this
Agreement.

11.7 Special Terms. Flock may offer certain special terms which are indicated in the Order

Form and will become part of this Agreement, upon Customer’s prior written consent and the

mutual execution by authorized representatives (“Special Terms”). To the extent that any terms

of this Agreement are inconsistent or conflict with the Special Terms, the Special Terms shall
control.

11.8 Publicity. Upon prior written consent, Flock has the right to reference and use Customer’s
name and disclose the nature of the Services in business and development and marketing efforts.
Nothing contained in this Agreement shall be construed as conferring on any Party, any right to
use the other Party’s name as an endorsement of product/service.

11.9 Feedback. If Customer or Authorized End User provides any suggestions, ideas,
enhancement requests, feedback, recommendations or other information relating to the subject
matter hereunder, Agency or Authorized End User hereby assigns to Flock all right, title and
interest (including intellectual property rights) with respect to or resulting from any of the
foregoing.

11.10 Export. Customer may not remove or export from the United States or allow the export or
re-export of the Flock IP or anything related thereto, or any direct product thereof in violation of
any restrictions, laws or regulations of the United States Department of Commerce, the United
States Department of Treasury Office of Foreign Assets Control, or any other United States or
foreign Customer or authority. As defined in Federal Acquisition Regulation (“FAR”), section
2.101, the Services, the Flock Hardware and Documentation are “commercial items” and
according to the Department of Defense Federal Acquisition Regulation (“DFAR”) section
252.2277014(a)(1) and are deemed to be “commercial computer software” and “commercial
computer software documentation.” Flock is compliant with FAR Section 889 and does not
contract or do business with, use any equipment, system, or service that uses the enumerated
banned Chinese telecommunication companies, equipment or services as a substantial or
essential component of any system, or as critical technology as part of any Flock system.
Consistent with DFAR section 227.7202 and FAR section 12.212, any use, modification,

reproduction, release, performance, display, or disclosure of such commercial software or



commercial software documentation by the U.S. Government will be governed solely by the
terms of this Agreement and will be prohibited except to the extent expressly permitted by the
terms of this Agreement.

11.11 Headings. The headings are merely for organization and should not be construed as
adding meaning to the Agreement or interpreting the associated sections.

11.12 Authority. Each of the below signers of this Agreement represent that they understand this
Agreement and have the authority to sign on behalf of and bind the Parties they are representing
upon the Effective Date.

11.13 Conflict. In the event there is a conflict between this Agreement and any applicable
statement of work, or Customer purchase order, this Agreement controls unless explicitly stated
otherwise.

11.14 Notices. All notices under this Agreement will be in writing and will be deemed to have
been duly given when received, if personally delivered; when receipt is electronically confirmed,
if transmitted by email; the day after it is sent, if sent for next day delivery by recognized
overnight delivery service; and upon receipt to the address listed on the Order Form (or, if
different, below), if sent by certified or registered mail, return receipt requested.

11.15 Non-Appropriation. Notwithstanding any other provision of this Agreement, all
obligations of the Customer under this Agreement which require the expenditure of public funds
are conditioned on the availability of said funds appropriated for that purpose. To the extent
applicable, Customer shall have the right to terminate this Agreement for non appropriation with
thirty (30) days written notice without penalty or other cost.



FLOCK NOTICES ADDRESS:
1170 HOWELL MILL ROAD, NW SUITE 210
ATLANTA, GA 30318
ATTN: LEGAL DEPARTMENT
EMALIL: legal@flocksafety.com

Customer NOTICES ADDRESS:
ADDRESS:

ATTN:

EMAIL:




EXHIBIT B
INSURANCE

Required Coverage. Flock shall procure and maintain for the duration of this Agreement
insurance against claims for injuries to persons or damages to property that may arise from or in
connection with the performance of the services under this Agreement and the results of that
work by Flock or its agents, representatives, employees or subcontractors. Insurance shall be
placed with insurers with a current A. M. Best rating of no less than “A” and “VII”. Flock shall
obtain and, during the term of this Agreement, shall maintain policies of professional liability
(errors and omissions), automobile liability, and general liability insurance for insurable amounts
of not less than the limits listed herein. The insurance policies shall provide that the policies shall
remain in full force during the life of the Agreement. Flock shall procure and shall maintain
during the life of this Agreement Worker's Compensation insurance as required by applicable
State law for all Flock employees. For the avoidance of doubt, all required insurance limits by
Customer can be met through a combination of primary and excess/umbrella coverage.

Types and Amounts Required. Flock shall maintain, at minimum, the following insurance
coverage for the duration of this Agreement:

(i) Commercial General Liability insurance written on an occurrence basis with minimum
limits of One Million Dollars ($1,000,000) per occurrence and Two Million Dollars ($2,000,000)
in the aggregate for bodily injury, death, and property damage, including personal injury,
contractual liability, independent contractors, broad-form property damage, and product and
completed operations coverage;

(it) Umbrella or Excess Liability insurance written on an occurrence basis with minimum limits
of Ten Million Dollars ($10,000,000) per occurrence and Ten Million Dollars ($10,000,000) in
the aggregate;

(iii) Professional Liability/Errors and Omissions insurance with minimum limits of Five
Million Dollars ($5,000,000) per occurrence and Five Million Dollars ($5,000,000) in the
aggregate;

(iv) Commercial Automobile Liability insurance with a minimum combined single limit of
One Million Dollars ($1,000,000) per occurrence for bodily injury, death, and property coverage,

including owned and non-owned and hired automobile coverage; and



(v) Cyber Liability insurance written on an occurrence basis with minimum limits of Five
Million Dollars ($5,000,000).
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Quote

This document is for informational purposes only. Pricing is subject to change.

Bill To: 992 Via Appia Louisville, Colorado 80027 Ship To: 992 West Via Appia Way Louisville, Colorado 80027
Billing Company Name: CO - Louisville PD Subscription Term: 24 Months
Billing Contact Name: Renewal Term:
Billing Email Address: Payment Terms:  Net 30
Billing Phone: Billing Frequency:  Annual - First Year at Signing.

Hardware and Software Products
Annual recurring amounts over subscription term

Quantity

Flock Safety Flock OS

FlockOS ™ - Essentials Included 1 Included

Enhanced LPR Upgrade Included 1 Included
Flock Safety LPR Products

Flock Safety Falcon ® Included 20 Included

Professional Services and One Time Purchases

Item Cost Quantity Total
Subtotal Year 1: $67,500.00
Annual Recurring Subtotal: $67,500.00

Estimated Tax: $0.00
Contract Total: $135,000.00

Taxes shown above are provided as an estimate. Actual taxes are the responsibility of the Customer. This is not an invoice — this document is a non-binding proposal
for informational purposes only. Pricing is subject to change.






Product and Services Description

Flock Safety Platform ltems

Product Description

Flock Safety Falcon ® An infrastructure-free license plate reader camera that utilizes Vehicle Fingerprint® technology to capture vehicular attributes.

One-Time Fees

Service Description |

Installation on existing One-time Professional Services engagement. Includes site & safety assessment, camera setup & testing, and shipping & handling
infrastructure in accordance with the Flock Safety Advanced Implementation Service Brief.
Professional Services - One-time Professional Services engagement. Includes site and safety assessment, camera setup and testing, and shipping and

Standard Implementation Fee | handling in accordance with the Flock Safety Standard Implementation Service Brief.

Professional Services - One-time Professional Services engagement. Includes site & safety assessment, camera setup & testing, and shipping & handling
Advanced Implementation Fee |in accordance with the Flock Safety Advanced Implementation Service Brief.

FlockOS Features & Description

FlockOS Features Description

Community Network Access

The ability to request direct access to feeds from privately owned Flock Safety Falcon® LPR
cameras located in neighborhoods, schools, and businesses in your community, significantly
increasing actionable evidence that clears cases.

Unlimited Users

Unlimited users for FlockOS

State Network (License Plate Lookup Only)

Allows agencies to look up license plates on all cameras opted into the Flock Safety network
within your state.

Nationwide Network (License Plate Lookup Only)

With the vast Flock Safety sharing network, law enforcement agencies no longer have to rely on
just their devices alone. Agencies can leverage a nationwide system boasting 10 billion additional
plate reads per month to amplify the potential to collect vital evidence in otherwise dead-end
investigations.

Law Enforcement Network Access

The ability to request direct access to evidence detection devices from Law Enforcement
agencies outside of your jurisdiction.

Time & Location Based Search

Search full, partial, and temporary plates by time at particular device locations

License Plate Lookup

Look up specific license plate location history captured on Flock devices

Vehicle Fingerprint Search

Search footage using Vehicle Fingerprint™ technology. Access vehicle type, make, color, license
plate state, missing / covered plates, and other unique features like bumper stickers, decals, and
roof racks.

Insights & Analytics

Reporting tool to help administrators manage their LPR program with device performance data,
user and network audits, plate read reports, hot list alert reports, event logs, and outcome reports.

ESRI Based Map Interface

Map-based interface that consolidates all data streams and the locations of each connected
asset, enabling greater situational awareness and a common operating picture.

Real-Time NCIC Alerts on Flock ALPR Cameras

Receive automated alerts when vehicles entered into established databases for missing and
wanted persons are detected, including the FBI's National Crime Information Center (NCIC) and
National Center for Missing &amp; Exploited Children (NCMEC) databases.

Unlimited Custom Hot Lists

Ability to add a suspect’s license plate to a custom list and get alerted when it passes by a Flock
camera

Convoy Search

Unearth hidden connections by detecting suspect vehicles that frequently travel together. This tool
is invaluable for investigating organized or serial crimes and identifying accomplices.

Visual Search

Transforms any digital photo into a potent investigative lead, enhancing evidence collection.
Upload the image of a vehicle into FlockOS® to initiate a reverse image search that will help you
identify crucial suspect vehicle information and unlock dead-end investigations.

Multi Geo Search

Connects the dots between multiple crimes and crime scenes. Link a suspect vehicle to multiple
incidents based on location, without needing a vehicle description or plate number.




The ability to add case notes, photos, reports, and other relevant case information to Custom Hot

Custom Hot List Attachments List Alerts

Allows Flock Safety users to identify overlapping investigations within their agency and within
Custom Hot List Deconfliction other law enforcement agencies and provide the contact information of opted-in parties to
facilitate collaboration.

Users can set up and receive notifications for suspect vehicles based on body type, make, color,
Unlimited Vehicle Description Alerts location and timeframe. Notifications are sent via app, SMS or email when a vehicle matching the
predetermined criteria passes a camera in your organization&#39;s network.




Louisville Police Department

Policy Manual

Automated License Plate Readers (ALPR)

427.1 PURPOSE AND SCOPE

Automated License Plate Reader (ALPR) technology, also known as License Plate Recognition,
provides automated detection of license plates. The ALPR is used by the Louisville Police
Department as an effective intelligence tool to convert data associated with vehicle license plates
for official law enforcement purposes, including identifying stolen or wanted vehicles, stolen
license plates and missing persons. The ALPR may also be used to gather information related to
active warrants, electronic surveillance, suspect interdiction and stolen property recovery.

427.2 DEFINITIONS

(@)

(b)

(©)

(d)

(e)

(f)

Automated License Plate Reader (ALPR): A device that uses cameras and computer
technology to compare digital images to lists of known information of interest.

ALPR Operator: Trained Department members who may utilize ALPR system/
equipment. ALPR operators may be assigned to any position within the Department,
and the ALPR Administrator may order the deployment of the ALPR systems for use
in various efforts.

ALPR Administrator: The Crime Prevention Specialist or his/her designee, serves as
the ALPR Administrator for the Department.

Vehicles of interest: Including, but not limited to vehicles which are reported as
stolen; display stolen license plates or tags; vehicles linked to missing and/or wanted
persons and vehicles flagged by the Department of Motor Vehicle Administration or
law enforcement agencies.

Detection: Data obtained by an ALPR of an image (such as a license plate) within
public view that was read by the device, including potential images (such as the plate
and description of vehicle on which it was displayed), and information regarding the
location of the ALPR system at the time of the ALPR's read.

Hit: Alert from the ALPR system that a scanned license plate number may be in the
National Crime Information Center (NCIC) or other law enforcement database for a
specific reason including, but not limited to, being related to a stolen car, wanted
person, missing person, domestic violation protective order or terrorist-related activity.

427.3 ADMINISTRATION OF ALPR DATA

All installation and maintenance of ALPR equipment, as well as ALPR data retention and access
shall be managed by the Crime Prevention Specialist. The Crime Prevention Specialist will assign
personnel to administer the day-to-day operation of the ALPR equipment and data.

427.4 ALPR OPERATION
Use of an ALPR is restricted to the purposes outlined below. Department personnel shall not use,
or allow others to use, the equipment or database records for any unauthorized purpose.

(@)

An ALPR shall only be used for official and legitimate law enforcement business.

Copyright Lexipol, LLC 2022/05/10, All Rights Reserved. Automated License Plate Readers (ALPR) -1
Published with permission by Louisville Police Department



Louisville Police Department

Policy Manual

Automated License Plate Readers (ALPR)

(b)

(©)

(d)

(e)

(f)

An ALPR may be used in conjunction with any patrol operation or official department
investigation.The ALPR alert can be used as one element in developing reasonable
suspicion or probable cause.

Partial license plates reported during major crimes should be entered into the ALPR
system in an attempt to identify suspect vehicles.

No member of this department shall operate ALPR equipment or access ALPR data
without first completing department-approved training.

The officer should verify an ALPR response through the Colorado Bureau of
Investigation before taking enforcement action that is based solely upon an ALPR
alert. Once an alert is received, the operator should confirm that the observed license
plate from the system matches the license plate of the observed vehicle, including
but not limited to; the alphanumeric characters of the license plate, state of issue,
type of plate, and vehicle descriptors before proceeding, as practical. Before any law
enforcement action is taken because of an ALPR alert, the alert will be verified through
a NCIC/CCIC inquiry via the MDT or through Dispatch. Members will not take any
police action that restricts the freedom of any individual based solely on an ALPR alert
unless it has been validated.

No ALPR operator may access the Colorado Bureau of Investigation data unless
authorized to do so.

427.5 ALPR DATA COLLECTION AND RETENTION

All data and images gathered by the ALPR are for the official use of the Louisville Police
Department and because such data may contain confidential information, it is not open to public
review. ALPR information gathered and retained by this department may be used and shared as
required by law.

(@)

(b)

Mobile ALPR Data: The Crime Prevention Specialist is responsible to ensure proper
collection and retention of ALPR data and for transferring ALPR data stored in
department vehicles to the department server on a regular basis, not to exceed 30
days between transfers. All ALPR data downloaded to the server should be stored
for the minimum period established by department records retention guidelines and
thereafter may be purged unless it has become, or it is reasonable to believe it will
become, evidence in a criminal or civil action or is subject to a lawful action to produce
records. In those circumstances, the applicable data should be downloaded from the
server onto portable media and booked into evidence.

Flock ALPR Data: ALPR vendor, Flock Safety will store the data (data hosting) and
ensure proper maintenance and security of data stored in their data towers. Flock
Safety will purge their data at the end of the 30 days of storage. However, this will
not preclude Louisville Police Department from maintaining any relevant vehicle data
associated with an investigation and/or case obtained from the system after that period
pursuant to the established Louisville Police Department retention schedule, as set
forth by State law.

Copyright Lexipol, LLC 2022/05/10, All Rights Reserved. Automated License Plate Readers (ALPR) -2
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Louisville Police Department

Policy Manual

Automated License Plate Readers (ALPR)

Information gathered or collected, and records retained by Flock Safety cameras or any other
ALPR system will not be sold, accessed, or used for any purpose other than legitimate law
enforcement or public safety purposes.

427.6 ACCOUNTABILITY AND SAFEGUARDS

All saved data will be closely safeguarded and protected by both procedural and technological
means. The Louisville Police Department will observe the following safeguards regarding access
to and use of stored data:

(@)

(b)

(©)

(d)

(e)

(f)

()

All non-law enforcement requests for access to stored ALPR data shall be referred
to the Administrative Services Manager and processed in accordance with applicable
law.

All ALPR data downloaded to the mobile work station and server shall be accessible
only through a login/password-protected system capable of documenting all access
of information by name, date and time.

Persons approved to access ALPR data under these guidelines are permitted to
access the data for legitimate law enforcement purposes only, such as when the data
relate to a specific criminal investigation or department-related civil or administrative
action.

Such ALPR data may be released to other authorized and verified law enforcement
officials and agencies at any time for legitimate law enforcement purposes.

The LPD does not permit the sharing of ALPR data gathered by the City or its
contractors/subcontractors for the purpose of federal immigration enforcement.

ALPR system audits should be conducted on a regular basis by the Crime Prevention
Specialist or his/her designee.

The Crime Prevention Specialist or his/her designee shall ensure that a transparency
portal is made available for public access to the Flock Safety System. The
transparency portal will provide information on usage statistics as well as a link to the
LPD ALPR policy.

427.7 TRAINING
The Crime Prevention Specialist should ensure that members receive department-approved
training for those authorized to use or access the ALPR system.

Copyright Lexipol, LLC 2022/05/10, All Rights Reserved. Automated License Plate Readers (ALPR) -3
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COLORADO *SINCE 1878

Automated License Plate Readers
(ALPR)

Overview of System and
Utilization- Louisville PD

-Rafael Gutierrez, Chief of Police
-Scott Moore, Crime Prevention Specialist

L“ Cityy

Louisville

Current Flock
ALPR Program v ’

* April 18, 2022 Louisville City Council approved resolution no. L)
15, series 2022 — a resolution approving a services agreement » %
with flock group inc. for license plate detection software and ®
hardware A4 9

* Summer 2022 — 20 Flock license plate readers were
implemented throughout the Marshall Fire burn areas

* 2023 to Present — Lafayette, Erie, Broomfield, Boulder, Boulder N )
County, University of Colorado, and two private Louisville B v
Business implement Flock camera programs = -

* 74 Colorado law enforcement agencies currently utilize Flock
as a resource and investigate tool
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How Do Flock
ALPR’s Work

* Read license plate information
* Compare plate information to hotlists:
* National Crime Information Center
(NCIC)
* Colorado Crime Information Center
(ccic)
* Amber Alert (NCMEC)
¢ Custom Hot List

* Notify law enforcement of license plate
associated with hot list hits

Provides law enforcement with
indiscriminate evidence from fixed
locations
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Responding To
Flock Alerts

Catalytic Converter Theft

Law Enforcement
receives text message,
email, and in-app alerts

with-in 20 seconds of
when a hotlist hit vehicle
passes by a Flock Safety
camera.

Alerts are verified by
police officers before a

Catalytic Converter Theft

Hot List Alert

Biue SUV @FlockCamera
1/1/2023 @ 10:00:00 (1min ago)

Officers respond to the

law enforcement alert area

Flock Camera response

Flack network

L“ Cityy

Louisville




Investigating With
Flock Technology

r .
— m—— | Flock’s technology allows officers to
m License plate ) h hicl . hicl
OR 093LKD \ search vehicles based on unique vehicle
criteria, time, and location — objective,
. 3

investigative evidence.

Search fields include:
> Vehicle make

Color/Make
% Black Chevrolet > Body Type

» Color
» License Plates
Temporary
Regular
State Recognition
L“ I(‘:(l)tuviogville

Flock Technology

* Not facial recognition
* Not collection of biometric or sensitive information
* Not used for speed enforcement or red-light

Plate CO W™  Source Colorado Crime  Camera  #23 - Hillside Ln at
enforcement Date 9/3/2024,10:03:25 Information Center S Centennial Pkwy
* Not used for immigration enforcement AM (ccic) -NB

) i 1hourago Topic @i miw  Network Louisville CO PD
* Not lived monitored by staff- automated system

Use Restrictions:

* 30-day data retention

* Data is used for law enforcement purposes only

* All system access requires a law enforcement reason
* Hotlist hits require a human verification

* The system always requires a documented search
reason or case number every time a user accesses
Flock data, creating a permanent audit trail for every
user

L“ Cityy
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Overview

Louisy

Transparency Portal

https://transparency.flocksafety.com/louisville-co-pd

Policies usage

‘What's Detected [+ Data Ratention (in days)
License Plates, Vehicles 30 days

(bt comerss
20

Vehicles Detected in the Last

Qoo

1257

[+ Hatlist Hits in the Last 30 Days
2

Access Policy

o .

1 ] I I "
1 e, uls 25
VAcy, fLowconeS

Hotlist policy
L) qui

‘ o u iS ville ?0 Additionanfo

Department ALPR Policy
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How Flock Can Be Utilized
Investigations
* Search using witness description

* Search by time and location
* Provide valuable leads for ongoing investigations

Hotlist Notifications
* Proactive Response
* Situational Awareness

Missing or Endangered Person
* Welfare check
* Missing Persons Notification

Deter Crime

* Flock cameras can be installed at entry and exit points to create a virtual perimeter

* Flock cameras can identify vehicles associated with individuals or groups known to engage
in criminal activity

2 Cityy
LL L(I)I}Tiéfville
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Louisville Flock Success

The Louisville Police Department’s Flock camera system
played a critical role in the arrest of individuals involved in
multiple construction thefts. These suspects were tied to
thefts across several locations, including the City of Louisville,
Fredrick, Larimer County, Douglas County, and Aurora.

Prior to the arrest, there were 21 reported cases of
construction theft within six months. Following the arrest,
this number dropped to only 8 cases over the next 14
months. This is a 62% reduction construction theft.

Using a custom hotlist entry, officers were alerted when the
suspect vehicle entered the area. Responding swiftly, officers
conducted a high-risk traffic stop, leading to the suspects'

. 95679394413216 , -105.15143028100124 . .
el coleH D e e e 5/15/2023 19:59:57 MDT arrest. A loaded handgun and stolen construction materials

were recovered from the vehicle.

L“ Cityy

Louisville

Louisville Flock Success

Between November 16 and November
29, 2022, Louisville Police investigated
four commercial burglaries at Busaba
Restaurant, Lamars Donuts and Coffee
(November 16), and Lucca Coffee &
Eatery, Precision Pours Coffee (November
29).

On November 28th, the Avista Flock
cameras alerted us to a missing person
in the area. Thanks to this notification,
a Louisville police officer quickly
located the vehicle and made contact
with the individual. A wellbeing
assessment was conducted to ensure
their safety, and the person who
reported them missing was informed
of the outcome.

L

POLICE

Flock camera footage linked these
Colorado

incidents to other burglaries in Clear
Creek, Boulder, and Jefferson Counties.
As a result, the suspect was arrested and
later sentenced to 12 years in prison on
related charges.

We're grateful to the Avista Flock
cameras for their role in swiftly
locating the individual and resolving
the situation.
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Louisville Rebuild Progress
Sept 1, 2024

* Debris Removal Completed 550

* Returned Home 292

* Under Construction 160

* Rebuild Permits Under Review 36
* Vacant Land 62

Houses completed and under construction
account for 82% of residential rebuilds.

*Assess to determine when to potentially
re-locate our resources

= Cityy
LL L(l)lfigville

1
e
Future Strategy .
* Seek to Enhance Effectiveness and Awareness ey e
* Maximize PD capacity through technology
* Use a more strategic deployment based on
data/trends
* Continue to maintain high operational standards
* Protect privacy interests
e Assess program and fit
* Maintain strong policies-Manage
* Evaluate current program/placement
¢ Crime data/Trends

* Operational effectiveness
* Ability to relocate when appropriate

Strategic Camera Placement

* Ingress points surrounding Louisville
* Areas typical of higher rates of crime

2 Cityy
LL L(l)lfiéfville
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LPR Deployment Comparison

Current Deployment 2022-2024 Potential Future Deployment

L“ Cityy \ R ',

Louisville

.
7]
Staff Recommendation/
Questions?

= Staff recommends renewal of the contract with Flock Inc. for
LPR services for an additional 2 year term

» Available to answer any questions

2 Cityy
LL L(l)lfiéfville
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